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Following a review carried out by the
Police National Enablement Program
(NEP), risual were engaged by a Police
Force to remediate aspects of their
current NEP implementation to bring
them in line with current
recommendations and to provide a
compliant environment/solution. ​ 

The Force were aligned to NEP design
legacy version 6. The Force were also
yet to implement sensitivity labels,
policy and client as per DR2
requirements.​ risual worked with the
Force to configure Azure Information
Protection as per NEP Design DR2 V3
Section 6.2.1 and 6.2.2.​ 

This is a repeatable project for Police
forces within the UK, and other public
sector organisations, making it now
more than ever to begin investing in a
secure environment.
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Azure Information Protection
(AIP) will help Forces to classify,
label, and protect their
documents and emails. A global
AIP policy is enabled by default
in Azure AD. This default policy
should be reconfigured to form
the global baseline AIP policy
that Forces will implement. 

Forces will first apply the NEP
defined baseline AIP label
configuration using the AIP
management blade in the
Azure Portal before migrating
to Sensitivity labels in the
Microsoft O365 Compliance
portal. Forces will
delete/remove the default
Microsoft classification labels
and replace with ones defined
in this design.
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Microsoft continue to invest approx. $1
billion into cloud security each year.
When using Microsoft Security
products, you get the benefit of both
the ever-improving AI and the human
expertise. The Force already have
Microsoft 365 (M365), providing a
perfect platform to maximise its
existing investment. 

risual configured Azure Information
Protection, which supports the Force’s
third party partnership and maximise
the existing security features in the
M365 environment. End users are now
able to label office documents
according to Information Classification
policies in conjunction with NEP
guidance. This solution has enabled
protection of documents with pre-
defined rights management
permissions. 

If you enjoyed this story, or have an
upcoming project in mind, please don’t
hesitate to contact us
via enquiries@risual.com or 0300 303
2044. Alternatively, you can submit an
enquiry here.
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